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Abstract

Nowadays gber security is one of the biggest concerigr
governmerg andthe industrydue to thencreased use of ICih our
dayto-day life, coupled with the emergence of cyber siskhe IT
security sector is facing difficulties because afhartage of people
with the necessary skillRRecentreportssuggest that this shortage
will be significantly higherwithin the next few years, which may
impair the ability oforganisations to protect their assetdo ensure
the securityand privacy of customers data. In this context
governments from different couids have taken steps to ensure that
cyber security skills ardeveloped among students, who ainwork

in this sector. However, one of thmajor difficulties in teacling
cyber security is the lack of adequatsaurceshathelp students to
build their expertise without compromising- knowingly or
unknowingly - the security of the organisation or other
organisationsThis paper examinegbe need focyber securityskills

in the education sectoand the challenges facedt proposs as a
solutionan|T infrastructurethat enablegeacling cyber security and
digital forensis, which is cost effective, easy to maintain and
sustainable.
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1.0 Introduction

Cyber securityis one of the biggest concerifor IT infrastructure today All
organisations, including private angublic companies,are working to have
effective mechanisms



2.0 Recent survey about the information security
workforce around the world.

The seventh annual global workforce survey revealednaber of interesting facts
regarding cyber security issues and available skill sets to tackle those challenges
[3]. The survey comprised almost 14000 information security professionals from
different sized organisations from around the worldiccording to this survey,
there will be ashortage of 1.5 million information security professignal
worldwide by 2020. Because of lack of security professionals, almost half of the
participant organisatiansaid theymight take up to sevemlays to correct any
severe security incidemtithin the organisationMoreover, almost one fourth of the
participants claimed theymight take up to three weeks to correct a severe
information security incident. According to this survey, thasos behind the lack

of security experts are differ considerabiymost half of the participastbelieved

the lack of insufficiently qualified personnetas he man reason behind this
situation. However, thether half of the participastlaimed thatheir organisation

did not havethe policy or procedure in place to tackie tsecurity issie Some
other interestig findings from this survey arested kelow:

X Vulnerabilities in applications



learning styls andto adopt a suitableeaching style for Cyber Security trainiing
HE institutes

3. Cyber Security in Higher Education. How the
Students Learn Better?

In recent years, governments from different countries have takaunmdber of
different steps to encourage educational institutes to promote courses for cyber
security and digital forensics to (r)-2(ag)8(e )-22[<4ETd [(d)eng









to an isolated network. There are three sendadicated to theecurity provision
only. One of theseis used for theethical hacking module for distance learning
studentsvia virtual machines (VM) and twmthers are used for the regular
students.

Within this Cyber Security lab, there is one standard computer for per student. This
standard image includes some basicvgafe including Microsoft Office. Each of
these machire also has th&MWare, which allows individual student to run
Virtual Machineswithin local host machineThere are different Virtual Machine
imagesin VMWare that includes Windows 8 and Kali Linux. Kali Linux arged

for Ethical Hacking related moduleshile the Windows image has been used for
Digital Forensics. The Windows image includesdasse, XRY and other forensic
software Furthermore, these VMs are not stored in local machines but in a server
within the faculty. VM’s activate by using astartup <rip, what runs on the
standard lab PC on the time of booting. Stusiérave administrative access toe

VM'’s where they can run different software. As the VM'’s are not connected to the
Internet,the only way of obtaining filegrom the Internet is to us a memory stick

by downloading therequired files from the Internet and then connecting the
memoy stick with the VM. Moreoverthere is a shared drive within théM,

which can be used by the student save their workFigure 1shows the lab
infrastructure at Staffordshire hersity for Ethicd Hacking and Digital Forensics
modules

Figure 1 —Present setup for theorkstationsn Cyber Security lab

With this infrastructurglecturersare facingnumerous challenges to delivire
practial sessios. Some ofwhich areexplainedbelow:



Virtual Machines, which loads on lab computers by runnistagup scrig,
does not always rumas it supposk to. The reason behind this issue is
unknown. Restarting the computer normallygtime scriptandthe VMs start
working. But restarting a computer takes valuable time from ttterial
session and studexfall behind other students when this problem happens.
Studentuser accountsare limited for using themalicious tools, even for
malware analysjswhen they are usintie lab computersThis is due to the
security settings within the networkhis dsadvantages thimdividual when
studyingthe latest security threats.

VMs are not connected to the Internet; therekiuglents require downloading
tools in the lab PC andhen transferring thento the VMs. This process
time consuming and omany occasioncomplicated

Thereare fewtarget VMs within the network, whichasa standard image.
However,students damot have the opportunity to work on any network level
security issuesThey can onlytarget one individual VMor penetration testing
or limited ethical hacking.

Thetarget VMs are stored within one physical server, which does not have any
virtual netwok defined for individual students. These target machines have
general vulnerabilities and the IP addressesiammally given to the students
where anyone can target any of these VMs. There isulenetwork or
predefined networkvithin this VM environment(Figure 2).

Figure 2: VMware ESXi Based Infrastructure for Target Virtual Machines
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Figure 3: Workstation for thstudents with Zero Client and Desktop,RB@aring
same /O deviceby using KVM switch.

Serves will be built on VMware ESXi, where operating systems of the virtual
machine will be chosen according ttte need. For théethical Hacking module,
individual studerg will have their ownset ofVMs, which they will be &cessing

by using zero clients. For each student, there will be an allocated virtual network,



Figure 4 —vCloud Director based virtual network for individual student.

7.0 Potential Benefits of using Zero Client - Hypervisor
Based Infrastructure.

Successful implementation of such infrastructure will alkv $udents to have
greaterflexibility and administrativeaccess riglstto explore the vulnerabilities,



have greater control and security over user’'s data anelam effectivemechanism
in placeagninstthe malware infection or other cyber attack

8.0 Plan for future development

As a result of asuccessful bid for @aesearch grant, necessary fansavebeen
secured to create a model for suchnffastructure for teaching and learni@gber
Security Three zero clients from
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