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Abstract 
 

Nowadays cyber security is one of the biggest concerns for 
governments and the industry due to the increased use of ICT in our 
day-to-day life, coupled with the emergence of cyber risks. The IT 
security sector is facing difficulties because of a shortage of people 
with the necessary skills. Recent reports suggest that this shortage 
will be significantly higher within the next few years, which may 
impair the ability of organisations to protect their assets or to ensure 
the security and privacy of customers’  data. In this context, 
governments from different countries have taken steps to ensure that 
cyber security skills are developed among students, who aim to work 
in this sector. However, one of the major difficulties in teaching 
cyber security is the lack of adequate resources that help students to 
build their expertise without compromising – knowingly or 
unknowingly - the security of their organisation or other 
organisations. This paper examines the need for cyber security skills 
in the education sector and the challenges faced. It proposes as a 
solution an IT infrastructure that enables teaching cyber security and 
digital forensics, which is cost effective, easy to maintain and 
sustainable. 
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1.0 Introduction 
Cyber security is one of the biggest concerns for IT infrastructures today. All 
organisations, including private and public companies, are working to have 
effective mechanisms 



2.0 Recent survey about the information security 
workforce around the world. 
The seventh annual global workforce survey revealed a number of interesting facts 
regarding cyber security issues and available skill sets to tackle those challenges 
[3]. The survey comprised almost 14000 information security professionals from 
different sized organisations from around the world.  According to this survey, 
there will be a shortage of 1.5 million information security professionals 
worldwide by 2020. Because of lack of security professionals, almost half of the 
participant organisations said they might take up to seven days to correct any 
severe security incident within the organisation. Moreover, almost one fourth of the 
participants claimed they might take up to three weeks to correct a severe 
information security incident. According to this survey, the reasons behind the lack 
of security experts are differ considerably. Almost half of the participants believed 
the lack of insufficiently qualified personnel was the main reason behind this 
situation. However, the other half of the participants claimed that their organisation 
did not have the policy or procedure in place to tackle the security issues. Some 
other interesting findings from this survey are listed below: 
 

�x Vulnerabilities in applications



learning styles and to adopt a suitable teaching style for Cyber Security training in 
HE institutes. 
 

3. Cyber Security in Higher Education: How the 
Students Learn Better? 
In recent years, governments from different countries have taken a number of 
different steps to encourage educational institutes to promote courses for cyber 
security and digital forensics to (r)-2(ag)8(e )-22[<4ETd
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to an isolated network. There are three servers, dedicated to the security provision 
only. One of these is used for the ethical hacking module for distance learning 
students via virtual machines (VM) and two others are used for the regular 
students.  
 
Within this Cyber Security lab, there is one standard computer for per student. This 
standard image includes some basic software including Microsoft Office. Each of 
these machines also has the VMWare, which allows individual student to run 
Virtual Machines within local host machine. There are different Virtual Machine 
images in VMWare that includes Windows 8 and Kali Linux. Kali Linux are used 
for Ethical Hacking related modules while the Windows image has been used for 
Digital Forensics. The Windows image includes EnCasse, XRY and other forensic 
software. Furthermore, these VMs are not stored in local machines but in a server 
within the faculty. VM’s activate by using a start-up scrip, what runs on the 
standard lab PC on the time of booting. Students have administrative access for the 
VM’s where they can run different software. As the VM’s are not connected to the 
Internet, the only way of obtaining files from the Internet is to use a memory stick 
by downloading the required files from the Internet and then connecting the 
memory stick with the VM. Moreover, there is a shared drive within the VM, 
which can be used by the students to save their work. Figure 1 shows the lab 
infrastructure at Staffordshire University for Ethical Hacking and Digital Forensics 
modules. 
 
 

Figure 1 – Present setup for the workstations in Cyber Security lab. 
 
With this infrastructure, lecturers are facing numerous challenges to deliver the 
practical sessions. Some of which are explained below: 
 



�x Virtual Machines, which loads on lab computers by running a start-up script, 
does not always run as it supposed to. The reason behind this issue is 
unknown. Restarting the computer normally runs the script and the VMs start 
working. But restarting a computer takes valuable time from the tutorial 
session and students fall behind other students when this problem happens. 

�x Student user accounts are limited for using the malicious tools, even for 
malware analysis, when they are using the lab computers. This is due to the 
security settings within the network. This disadvantages the individual when 
studying the latest security threats. 

�x VMs are not connected to the Internet; therefore students require downloading 
tools in the lab PC and when transferring them to the VMs. This process is 
time consuming and on many occasions complicated. 

�x There are few target VMs within the network, which has a standard image. 
However, students do not have the opportunity to work on any network level 
security issues. They can only target one individual VM for penetration testing 
or limited ethical hacking. 
 

�x The target VMs are stored within one physical server, which does not have any 
virtual network defined for individual students. These target machines have 
general vulnerabilities and the IP addresses are normally given to the students 
where anyone can target any of these VMs. There is no sub-network or 
predefined network within this VM environment (Figure 2). 

 
Figure 2: VMware ESXi Based Infrastructure for Target Virtual Machines 



 
�x Present IT in



Figure 3: Workstation for the students with Zero Client and Desktop PC, sharing 
same I/O devices by using KVM switch. 

 
Servers will be built on VMware ESXi, where operating systems of the virtual 
machine will be chosen according to the need. For the Ethical Hacking module, 
individual students will have their own set of VMs, which they will be accessing 
by using zero clients. For each student, there will be an allocated virtual network, 



Figure 4 – vCloud Director based virtual network for individual student. 
 

7.0 Potential Benefits of using Zero Client - Hypervisor 
Based Infrastructure. 

Successful implementation of such infrastructure will allow the students to have 
greater flexibility and administrative access rights to explore the vulnerabilities, 



have greater control and security over user’s data and have an effective mechanism 
in place against the malware infection or other cyber attacks. 

8.0 Plan for future development 

As a result of a successful bid for a research grant, necessary funds have been 
secured to create a model for such IT infrastructure for teaching and learning Cyber 
Security. Three zero clients from 
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